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Cryptolocker

Private key will be
clestroyed on

1/6/2015 1:11:47 PM

Time left

7125221

Checking wallet..

Received: 0.00 BTC

Your Personal files are encrypted!

Your personal files encryption produced on this computer: photos, videos,
documents, etc. Encryption was produced using a unique public key RSA-2048
generated for this computer.

To decrypt files you need to obtain the private key.

The single copy of the private key, which will allow to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a time
specified in this window. After that, nobody and never will be able to restore
files...

To obtain the private key for this computer, which will automatically decrypt
files, you need to pay 1.00 bitcoin (~291 USD).

You can easily delete this software, but know that without it, you will never
be able to get your original files back.

Disable your antivirus to prevent the removal of this software.

For more information on how to buy and send bitcoins, click "Pay with Bitcoin™
To open a list of encoded files, click "Show files™

Do not delete this list, it will be used for decryption. And do not move your files.

Show Tiles

Pay with sitcoin |

g1 Sy

a

Cybersec

losS (ixo oSS M o1 T anads 35 50
apa@kgut.ac.ir | 03433778508



NS nb obal

Mo

:(Wannacry) l,5Ulg

ol g sz &b, 5l Voo 5l g Csl atudlys 5586 g oas olwlis S3b 4 a5 cwl saaz slo)l58l zL alo 5l (6l SUlg cas o)Ll a5 jshailan

5310 0 e Jlo g3 by, b Sledlbl gl 05 ol a5 wil e (g0l g Slejle (sla wiaas yiies (5l,STly s asles 0aglT 1
OFSE g0 (o0 51,8 )5 LSl ol olaShe, wulS QY e v dle ay (b)) BB o (55l J5) (g8 S 3oy Djge 0 oS L
@ 2l e pols Jl 50 (sl,SUly b o 009l O ygo 4o anles sl |y b a0 1 89,9 5 (6 Ky ol il atuilys ool slo &5 0 s

Dged dlg pxs Vo £ e gy dw (o )] B 5 G yge 40 g ALBINS g LOLE 0,90 slio CSlo 3

5 Wana DecryptOr 2.0

Qoops, your files have been encrypted!

not so enough time. o
¥ou can decrypt some of your files for free. Try now by clicking <Decrypts.

But if you want to decrypt all your files, you need to pay

You only have 3 days to submit the payment, After that the price will be doubled,

|Also, if you don't 7 days, you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn’t pay in 6 months.

Payment will be raised on How Do I Pay?

1/411970 00:00:00 Payment is accepted in Bitcoin only, For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your heck Payment>, Best time to check: 9:00am - 11:00am
GMT From

Once the payment is checked, vou can start decrypting your files immediately.

Your files will be lost on Contact
1/8/11570 00:00:00 If you need our assistance, send a message by clicking <Contact Us>.

Send $600 worth of bitcoin to this address:

e | .

Contact Us Check Payment

Decrypt
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Ransomware Project

OloyS swwo (oSS EMmans oSS bT sauassi 35 5o
apa@kgut.ac.ir | 03433778508



NS nb obal

Mo

:(DoubleLocker) Y ls 51381 b

s 3l g 45 el 2 9300 Jule i (ogats 5 (alige 5381 gL S celonds Lol ESET (ool o Loy (S50 4 a5 1381 2l
HBl Zl g0 anlas 395 il ore sl Codlad ay pladl (oo s o3l 5l g Slo waleS |y (L 565 g 3l colainl cslem o ¢ b, 06 (9,
Oy 33 gad dlg olKiws yoges Jib 4y pladl g oals Jlad HOME oS 40,88 b s 5 03503 955 32 aals o 05bils 4 pladl e jos Jlad 5l
$555my AES 33981 1y Lo 555 oSl (golss 53 gl coid 095 (o5 50,5 sl Sxio slo iy (59300 ol o Lot o Lol
g o0l Jlol 158l 2l (gl p olaS 5e, adS (ol o Dyg0 j0 amled S lo g | oal alulgs aleo U o oo g Lot 4y el YT L5 g 00,8
oaid o o1 (ol (sl abilie of) e ol Jlo j0 delp l a5 Cowl 53 4 p3Y 0903 dwlgs aolpy Ja8 405 5 5 Ll SLaSsb b pladl asli o5

il o B35 585 G L 5 Sl (olss 3,5 Sy o, g 5

Cybersec

OloyS swwo (oSS EMmans oSS bT sauassi 35 5o
apa@kgut.ac.ir | 03433778508




NS nb obal

Mo

r Ol ylas

2355 51580 2l 25,0 Lad aalS 3 ls oSl s plaxil 1) 45 slallas Top Lot a5 Sla;

e dees S5l Ll SG o5 5k 0
2,8 e ol b elaizl slo Sl e el )0 a5 0 50 slo S (59, ST

Al gl Cadle il Cdél a8 O e sl ol jlasosl e

Aol oliwl jo awld gl 9,5l 0,5 5L e
.. smp3 player . J,.S1o,le memory Jio usb _sl> sla olSws & Jlasl @

D95 FgmelS )0 dld slo DB L (g0 (g ) oolazl @

OloyS swwo (oSS EMmans oSS bT sauassi 35 5o
Cybersec apa@kgut.ac.ir | 03433778508



NS nb obal

Mo

DB EL g9 5l s S ol

iS5 3l 1 3l 8 ile] SPAIM Ceandd 10 45 1) oo rasl b demas geasly Lulith (slo uasl 4 ol guan o

antispyware i Kol &j50 50§ d9d hekae 095 sealS Sl 59) 415 550 151 Jlsas 5 g (T ogzg 5l (T 51 L3 e
RO S oslau] %

1y e 5055 i sin sl b i 0l s o 130 gl 5| 5 o L 0 e iy e 095 el 5] plai j5bo o
...\.;.:Soosﬂ

i
)
I \l
\\
\

Cybersec e apa@kgut.ac.ir | 03433778508

OloyS Sriwo (LuoST EMmaxs ol8iils LT amass 35 w0




L~ Windows Defender Security Center

m Home

I J Virus & threat protection
% Device performance & health
9 Firewall 8 network protection
B App & browser control

b Family options
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Controlled folder access
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rotect your files and folders from unauthorized changed by unfriendly

wrolled folder access
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E itain threats that make your device vulnerable.
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Exiration
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Month  Year
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Spear Phishing
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